
 

 

 

 



 

Some key takeaways include: 
 
• Zero trust offers a new approach to cybersecurity - Instead of assuming users 
and devices in network were trustworthy, zero trust leverages ongoing verification of 
trustworthiness 
 
• Mitigating trends, increasing efficacy, and strengthening cybersecurity 
protections are the key drivers of zero trust - Organizations are putting high 
emphasis on protecting key and confidential data sources from current threats 
 
• Organizations face a journey to implement zero trust architectures - Looking 
ahead many orgs plan to fully deploy zero trust protections within two years or less 
 
• Technical and resourcing barriers to zero trust currently rate highly - 
Transitioning towards zero trust presents a slew of challenges including technical 
limitations found in legacy systems, and obtaining the appropriate financial and 
staffing resources 
 
• Zero trust architectures leverage multiple types of cybersecurity solutions - 
Orgs must deploy and integrate a combination of solutions to deliver zero trust 
architecture 
 
The philosophy of ‘never trust and always verify' has become the foundation of 
defense against emerging cybersecurity threats. With the shift to remote working, 
compromised devices and networks as well as internal threats continue to elevate 
the need for zero trust infrastructure. 


